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K [TonoxxeHuro o caiiTe MyHUITUIAIBHOTO
OIOPKETHOTO JIOIIKOJILHOTO 00pa30BaTeIbHOTO
YUpEXKACHUS MyHUIIUTAIBHOTO

oOpazoBanus ropos KpacHonap

«lentp pazButus pedenka-gerckuii cam Nel73»

NHOOPMALIMOHHASA ITAMATKA
JJIA OBYYAIOIIUXCA JJIA PASMEIIEHUA
HA OPNINAJIBHBIX MTHTEPHET-PECYPCAX

C KaxaplM TOJOM MOJOJEKH B HHTEPHETE CTAHOBUTHCA OOJbIIE, a
IIKOJIBHUKM OJHM W3 CaMbIX AKTHUBHBIX ITOJb30BaTtenen Pynera. Mexny tem,
MOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET U MPOOJIEMBI.
OTa namsTKa JI0JKHA TOMOYb Tebe 0€30IacHO HaXOAUTHCS B CETH.

KoMrmbroTepHsie BUPYCHI

KoMIIBIOTEPHBINT BUPYC - 3TO Pa3sHOBUIHOCTH KOMIIBIOTEPHBIX IPOrPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMy, BUPYChl MOTYT IOBPEIUTH WM MOJHOCTHE) YHUYTOXHUTH
Bce (haiiiibl U JaHHbIE, TOJIKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3amyIleHa 3apa)KEHHAs MporpaMMa, a TaKKe MOBPEINUTh WIH AK€ YHHUUTOXKHUTH
ONEpallMOHHYI0 CHUCTEMY CO BceMHU (¢aiijamu B LejIoM. B OOJIBIIMHCTBE CilydyaeB
PaCIPOCTPAHSIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTonb! 3aUThl OT BPEAOHOCHBIX TPOrPAMM:

1 Ucnonws3yil  COBpEMEHHBbIE  OINEpPAUMOHHBIE  CHCTEMBI, HMEIOIIHE
CEpbE3HBII YPOBEHB 3aLUTHI OT BPEIOHOCHBIX IPOrPAMM;

2 IlocTossHHO ycTaHaBiWBaiW mauTd (IUQPOBBIE 3allJaTKH, KOTOPHIC
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJIbIO0 JAOPAa0OTKH MpPOTpamMMbl) U JpYyrue
OOHOBJICHUSI CBOEHM omepanoHHOW cucteMbl. CkauMBailT WX TOJIBKO C
opurmanpHoro  caiita paszpaborumka OC. Ecnum cymiectByeT — pexum
aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;

3 Pabotaii Ha cBOeM KOMIIBIOTEpE TOJ[ MpaBaMH TOJIb30BATENSI, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MpPOrpaMm
WHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4 Vcnonb3yil aHTUBUPYCHbIE MPOTPAMMHBIE MPOIYKTHI  M3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5 Orpannub GU3NYECKUIN TOCTYI K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIMII;

6 Hcnonb3yil BHENIHME HOCUTENIM MH(POpPMALUU, TaKhe Kak (Jelika, AUCK
WK (aill U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB,;

7 He oTkppiBall KOMIBIOTEpHBbIE (ailiibl, MOJYYEHHbIE W3 HEHAJCKHBIX
UCTOYHUKOB. Jlaxke Te (ailybl, KOTOpbIEe MPHUCIa TBOM 3HAKOMBIH. Jlydiie yTouHu
y HET0, OTIPABJISUI JIU OH TeOe uX.



Cetu WI-FI

Wi-Fi - a0 He BUJ niepeiauu NaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH/I,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH
«WECA», uto oOo3nauamo cinoBocoueranue «Wireless Fidelity», xoTopsiii
NEePEeBOAUTCS KaK «OecTpOBOAHAS TOUHOCTDY.

Jlo Hamiero BpeMeHM Jolula apyrasg aOOpeBuaTypa, KOTOpasi SBISETCS
TaKOM ke TexHojorue. Oto abopeuarypa «Wi-Fi». Takoe Ha3BaHue OBLIO 1aHO
C HaAaMEKOM Ha CTaHJapT BBICIICH 3BYKOBOH TexHuku Hi-Fi, uto B mepeBone
03HAYACT «BBICOKASI TOYHOCTHY.

Jla, GecriaTHBIA MHTEPHET-IOCTYI B Kade, OTENSIX U a3pornopTax SBISCTCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTHE 3KCIepThl CUUTAIOT,
gt0 obmenoctynubie Wi-Fi cetn He sSBIISIOTCS 0€301aCHBIMH.

CogeTsbl 10 6e30macHOCTH paboOThI B 001Ie10CTYMHBIX ceTsax Wi-Fi:

1 He nepenaBaii cBor Ju4HYyO MH(pOpManuio yepe3 obrienoctymnubie Wi-
Fi cern. PaboTast B HUX, *KeJaTeIbHO HE BBOAWTH IMApOJIMA JOCTYIA, JOTHHBI M
KaKue-TO HOMEDA,

2 Ucnonws3yit 1 OOHOBIISI aHTUBUPYCHBIE MTpOTrpaMMBbl U OpanaMayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3 Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢ynkiuoo «OOmmMiA J0CTym K
daiinam u npuHTepam». JlaHHas (QYHKIUS 3aKphiTa 1O YMOJYAHHUIO, OJHAKO
HEKOTOPBIE MOJIH30BATEIN aKTUBUPYIOT €€ I yI00CTBAa UCITOJIB30BAaHUS B paboTe
uim yueoe;

4 He wucnons3yit myOonumuneii WI-FI i mepegaum JIMYHBIX JTaHHBIX,
HaAIpUMeEDp IS BBIXO/a B COIMAIBHBIE CETH HIIA B DJICKTPOHHYIO MOYTY;

5 Hcnonw3yit Tonmbko 3ammuiieHroe coequHenue yepes HTTPS, a ue HTTP,
T.C. IPH Habope BeO-aapeca BBOIM KMEHHO «https://»;

6 B moOunsHOM Tenedone otkiaroun (yHkiuio «lloaxmoueHne k Wi-Fi
aBTOMaThueckn». He momyckail aBTOMAaTHYECKOrO MOAKIOYEHHUSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

CounanbHbie CETH

ConnanbHble CETH aKTUBHO BXOJIST B HAIIy KW3Hb, MHOTHE JIFOJU padOTaIOT
U )KUBYT TaM IMOCTOSIHHO, a B Facebook yike 3apeructpupoBan MULUTHAD] YE€TOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCEX JKUTEJIEH IIaHeThl. MHOIHMe I0JIh30BATCIIN HE
MOHUMAIOT, YTO WH(pOpMAIHs, pa3MEIICHHas UMHU B COIMAIBHBIX CETAX, MOXKET
OBITh HalilcHa W WCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE HE 0053aTeIbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIC COBETHI IO 0€30ITACHOCTH B COIIMAIBHBIX CETSIX:

1 Orpanuub cnucok japyseil. Y T1eOs B ApYy3bsiX HE JOJDKHO OBIThH
CIIyYalHbIX U HE3HAKOMBIX JIKOJIEH;

2 3anminaidl CBOI YaCTHYIO >KM3Hb. He ykas3piBail mapoiu, TenaeQoHBI,
aapeca, JaTy TBOETO0 POXICHUS ©  JIPYryl0 JHUYHYIO  HHGOPMAIHIO.
31I0yMBIIIIICHHUKA MOTYT UCITOJIH30BaTh Jake HH(POPMAIIMIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTH KAHUKYJIbI;

3 3ammmaii CBOIO pEMyTalMi0 - JIEPKH €€ B YHCTOTe M 3ajaBaii cebe



BOMPOC: XOTEN OBl ThI, YTOOBI IPYTHE TOIB30BATENN BUIEIH, YTO ThI 3arpy>Kaeiib?
[Tonymaii, mpesxie 4eM 4To-TO OIMyOJIMKOBATh, HAIIMCATh U 3arPy3UTh;

4 Ecnu Thl TOBOPULIb C JIFOJBMU, KOTOPBIX HE 3HAEIllb, HE UCIOJIb3yH CBOE
peaslbHOE UMS U JPYTYIO JIMYHYI0 MH(QOpPMAIMU: UMs, MECTO KUTEJIbCTBA, MECTO
yueObl U IIpoUee;

5 W36eraii pasmemienust pororpaduii B UHTEpHETE, IIe THI M300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIIPEJEIUTh TBOE MECTOIOJIOKEHUE;

6 Ilpu peructpamii B COIMAIBHON CETH HEOOXOAMMO HCIOIb30BATh
CJIO’KHBIE TIAPOJIH, COCTOAIINE U3 OYKB U IU(P U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE
8,

[/ Ins couMaJbHOM CE€TH, NOYThl M JPYTUX CaWTOB HEOOXOIHMO
UCIIONB30BaTh pa3Hbie maposu. Toraa ecinu Te0s B3JIOMAIOT, TO 3JI0yMBIIUICHHUKA
MOJTy4YaT JAOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DNEKTPOHHBIE IEHBI'U

DJNEKTPOHHBIE JAEHBIU - ATO OYEHb YAOOHBIM CrOCOO IUIaTEXeH, OJHAKO
CYILECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBIH.

ONEKTPOHHBIE JACHBIW NOSIBUIUCH COBCEM HEJABHO M MMEHHO M3-3a 3TOIrO
BO MHOTHX T'OCYJIAapCTBAX J0 CUX MOP HE MPONUCAHO PO HUX B 3aKOHAX.

B Poccun ke OHUM (YHKIIMOHUPYIOT M O HUX Y€ MPOIUCAHO B 3aKOHE, TIe
WX Pa3JeNisioT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3zHuna B
TOM, YTO AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTE onepanuu 6e3
UAEHTU(UKALIMY TTOJIb30BATENS], @ B HEAHOHUMHBIX MIACHTU(UKAIUS [T0Ib30BATENSA
ABJIIETCS 00S3aTENBLHOM.

Takxxe creayer pa3nuyuarh SJEKTPOHHBIE (UATHBIE JEHBIM (paBHBI
rOCyAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUATHbIE ACHBIU (HE paBHbBI
rOCy/1apCTBEHHBIM BaIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOI padOTe C AICKTPOHHBIMU JICHBIAMHU:

1 IpuBsku K cuery MOOWIbHBIA TenedoH. DTO camblii yAOOHBIM U
OBICTPBI CMOCOO BOCCTAHOBUTH JoCcTyn K cueTy. [IpuBsizanHbiii TenedoH
MOMOJKET, €Ciu 3a0ynelllb CBOW IUIATEXHBIM Mapoib WM 3alJenib Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2 Vcnonb3yii omHopaszoBble maposu. llocrme mepexoga Ha YCUIICHHYIO
aBTOpHU3alMI0 TeOe yke He OyIeT yrpokaTh OMACHOCTh KpakH WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3 BriOepu cnoxubiii mapoisb. IIpecTynHukaMm OyaeT HE MpPOCTO yrajaarhb
CJIOXHBIN naposb. HagexHsle maponu - 3To mapoiu, KOTOpbIE COEpkKaT HE MEHee
8 3HAKOB M BKIIOYAIOT B CE€OS CTPOUYHbIE U NPOIMHUCHBIE OYKBBI, LUPPHI H
HECKOJIbKO CMBOJIOB, TAKME€ KaK 3HaK J0Juiapa, (pyHTa, BOCKIMIATENIbHBIN 3HAK U
t.11. Hanpumep, $tRONg!;;

4 He BBOAM CBOM JIMYHBIEC JAHHBIE HA CATax, KOTOPHIM HE TOBEPSIEILIb.

DNeKTpOHHAs MoYTa
DJIEKTPOHHAS TOYTa - 3TO TEXHOJOTHS U MPEAOCTaBIsIEMbIE€ €10 YCIYTH IO
MEPECHUIKE U MOTYYEHUIO IEKTPOHHBIX COOOIIECHUH, KOTOPhIE PACIPEACIIIIOTCS B



KOMITBIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SIMIUK  BBITJISIAT
CJIeIyIOIUM 00pa3oM: UMsI_TOb30BaTeasi(@umMs_oMeHa. Takxe KpoMme nepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTH TIEepe/iaBaTh (ailibl.

OcHOBHBIE COBETHI IO 0€30MaCHOM PadOTE C IIEKTPOHHOU MOYTOM:

1 Hamo BbIOpaTh NIpaBUJIbHBIA IOYTOBBIM cepBUC. B uHTEepHETE eCTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYYIIIE IOBEPSATH TEM,
KOTO 3HACIIb U KTO NIEPBBII B PEUTUHTIE;

2 He yka3pIBail B TMYHOM TToUTe TUIHYIO HHGOopManuio. Hampumep, mydire
BBIOpaTh «My3bIKaNbHBIN _(panat@y» mmm «pok2013» BmecTo «temal3»;

3 Hcrnonb3yil ABYXATaHYI0 aBTOPHU3ALHUI0. DTO KOrJa MOMUMO HapoJs
HY>KHO BBOJIUTH KOJI, IPUCHLUIaeMbIi o SMS;

4 BpiOepu CHOXHBIM Mapoiib. [[1s KaXXI0ro Mmo4YTOBOrO SIIMKA JIOJKEH
OBITh CBOM HAJECKHBIN, YCTOMYMBBIN K B3JIOMY I1apOJib;

5 Ecnu ecTh BO3MOXKHOCTH HalUCaTh CaMOMY CBOM JIMYHBIA BOIPOC,
HCIIOJIB3YH 3TY BO3MOXHOCTB;

6 Mcnonp3yih HECKOJBKO TIOYTOBBIX SIIMKOB. [lepBbIil st 4acTHOU
MEPEINNCKU C aipecaramMu, KOTOPBIM Thl JOBEPSELIb. JTO AJIEKTPOHHBIN agpec He
HAJI0 UCTIOIBH30BATh MPU PETUCTPALIMK HA PopyMax U calTax;

7/ He oTkpsiBail ¢aitnbpl U Apyrue BIOKEHHS B MUChMax, JIaXXe €CIU OHU
NPUIILTA OT TBOUX JApy3eu. Jlydine yTo4HM y HUX, OTIPABISIN JU OHU TebOe ITU
(aiinbl;

8 Ilocne oxoHuaHus pabOTHI HA IOYTOBOM CEPBUCE TEPEN 3aKPHITHEM
BKJIQJIKU C CAUTOM HE 3a0y/ib HaXkKaTh Ha «BBIATIY.

KubepOymuHT 1iiv BUPTYallbHOE U3/€BATEIbCTBO

KubepOymmuHr -  mpecieioBaHue  COOOILICHUSIMHU,  COJIEPKAUUMHU
OCKOpOJIeHMs, arpeccuro, 3aIyTMBaHNUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1 He Opocatics B 60ii. Jlyumunii crioco0: mMOCOBETOBAThCS KaK ceOs BECTH H,
€clii HEeT TOro, K KOMy MOKHO OOpaTUThCs, TO BHayajle yCIOKOUTbCs. Eciu Tbl
HaYyHEIIb OTBEYaTh OCKOPOJEHMSIMH Ha OCKOPOJIEHUS, TO TOJBKO elle OoJblie
Pa30AOKeIb KOH(IJIHUKT;

2 Ymupapisi cBoel kuOeppemnyTauuei;

3 AHOHUMHOCTH B ceTh MHHUMas. CylecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4 He crtouT BecTH XYyJMTaHCKUM 00pa3 BUPTyaldbHOH >ku3HU. MHTEepHer
(buKcUpyeT Bce TBOM JEUCTBHS M COXpAHSET UX. YJaIUTh UX OyIeT KpaiiHe
3aTPyAHUTEIIBHO;

5 Co0roaaii cBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6 Urnopupyit enuHWYHBIA HeraTuB. (OTHOpPA30BBIE OCKOPOUTEIIBHBIC
cooOIIeHusT Jydlie HUrHopupoBaTh. OOBIUHO arpeccusi Mpekpaiaercs Ha
HayvaJIbHOM CTaauM;

7/ ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTH OJIOKUPOBKM OTIPABKH COOOIIEHUH C



OINPEIEIEHHBIX aPECOB;

8 Ecnu TbI cBUnIETENh KUOCPOYIIUHTA. TBOM NEUCTBUS: BHICTYUTH IPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOUIUTH
B3pOCJIBIM O (haKTe arpecCUBHOTO MOBEICHUS B CETH.

MoO6unbHbIHN TenehoH

CoBpeMeHHble cMapThOHBI W TUIAHIIETH COAEp’KaT B ce0e BIOJIHE
B3pOCIbIA (PYHKIHOHAI, U TEEPh OHU MOTYT KOHKYPHUPOBATh CO CTal[MOHAPHBIMHU
KoMIlbroTepamMu. OHAKO, CPEACTB 3aLIUTHI I MOJOOHBIX YCTPOMCTB NOKA OYEHB
Mano. TectupoBaHMe M TIOMCK YSA3BUMOCTEl B HHMX IHPOUCXOJUT HE Tak
MHTEHCUBHO, Kak s EIK, To e camoe kacaeTcs U MOOUITBHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAJIH
HACTOJIBHBIE aHAJIOTH, OJIHAKO pacliupeHue (yHKIUMOHATA BIEYET 3a COOOM
OO0JIBILIYIO CII0)KHOCTh U MEHBIIYIO 3aIlUIIEHHOCTb.

Jlaneko He BCE€ MPOU3BOAUTEIM BBITYCKAlOT OOHOBIIEHUS, 3aKPbIBAIOLIUE
KPUTHUYECKHE YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JIsl 0€301aCHOCTU MOOMIIBHOTO TenedoHa:

Huuero He siBnsieTcst mo-HacTodAleMy OecruiaTHeIM. Byab ocToposkeH, Beab
Korjia Tebe mpeasiaratoT OeCIyIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUJIATHBIE YCITYTH;

Jymaii, npexne ueM otnpaButb SMS, ¢oto unm Buaeo. Tol TOUHO 3HAEID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo6xo1umMo 0OHOBISATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcnonb3yil aHTUBUPYCHBIE MPOrPaMMBbl JJ11 MOOMIIBHBIX TEJIE(POHOB;

He 3arpyxaii nmpujio)KeHHsl OT HEM3BECTHOTO MCTOYHHMKA, BEJb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHUE;

[Tocne Toro kaxk ThI BBIAJEIIL C caiiTa, IJie BBOAWI JUYHYIO MHGOpPMAIIHIO,
3aiifii B HACTPOWKH Opay3epa u yuaiau COOKies;

[leproguuecku MpoBepsiid, KaKUe MIaTHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOWl HOMEp MOOWJIBHOTO Tele(OoHA TOJBKO JIFOASIM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nosmken OBITH BBIKIIOYEH, KOTJIa ThI UM HE TOJb3yelibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsr

CoBpeMeHHbIE  OHJIAWH-WTPBI - 93TO  KpPAcOYHbBIC, 3aXBaTHIBAIOIIHC
pas3BiicucHUsI, OOBCIUHSIIOIINE COTHU THICSY YEIOBEK MO BceMy Mupy. Wrpoku
UCCIICAYIOT JaHHBIA UM MHp, OOIIAIOTCSA APYT C APYTOM, BBIMOJHSIOT 33JaHHS,
CpaXXalTCsSd C MOHCTpAaMH W TMOJY4YaroT OMBIT. 3a YIOBOJLCTBHE OHH IUIATSAT:
MOKYTAIOT TUCK, OTUIAYMBAIOT A0OHEMEHT HIIM PUOOPETAIOT KaKHUe-TO OMIIHH.

Bce aTH cpencTBa MOyT Ha TOJJAEPKAaHUE M Pa3BUTHE WIPHI, a TaKXKe Ha
camy O€30MacHOCTH: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIMU, BBITYCKAIOTCS
HOBBIe ATy (UU(POBBIE 3aIUIATKU I MPOTPaMM), 3aKPHIBAIOTCS YS3BHMOCTH
CEepPBEPOB.



B momoOHBIX Hrpax CTOMT OmacaTbCsi HE CTOJBKO CBOUX COIEPHHUKOB,
CKOJIBKO KpaXXM TBOETO I1apoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALMH
OOJIBIINHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IIACHOCTU TBOETO UTPOBOTO aKKAayHTA:

1 Ecnu npyroi Urpok BeseT ce0s MI0X0 WM cO37aeT TeOe HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2 lloxamylica aJMHUHUCTPATOpaM WIPbl Ha IJIOXOE€ IIOBEJEHUE HTOrO
UTPOKA, KENATEIbHO NPUII0KHUTh KAKHE-TO J10Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3 He yka3piBail muunyto uHbopMaIuio B mpoaiiie urpsl;

4 YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5 He ycranaBnuBail HeopUIIHAIBHBIEC TATYA U MO/IBI;

6 UHcnonw3yiil ClOKHBIE U pa3HbIe MApOJIH;

7 Jlaxke BO BpeMsl UIpbl HE CTOUT OTKJIO4YaTh aHTUBHpYC. [loka TbI
UIpaelllb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM KpaXka JTUYHBIX JaHHBIX

OOBIYHOM KpaXkel JeHeT U TOKYMEHTOB CETOJ/Hs y>K€ HUKOTO HE Y/IMBHIIIb,
HO C pPa3BUTHEM WHTEPHET-TEXHOJOTUN 3JIOYMBIILUICHHUKN TEPEMECTUIIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «ITFOOUMBIMY JIETIOM.

Tak mosiBHJIach HOBasl yrpo3a: WHTEPHET-MOIIEHHWYECTBA WM (DUIIUHT,
IJIaBHAs IIe7b KOTOPOTO COCTOMT B TIOAYyYCHWH KOH(MHUIACHIIMATBHBIX JaHHBIX
TI0JIb30BATENICH - JIOTHHOB W TapoJjeii. Ha anrmuiickom si3pike phishing uuraercs
kak ¢ummnr (ot fishing - peiOHas oBs, password - mapoib).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1 Cnemam 3a cBoMM akkayHTOM. Eciu ThI TI0[103peBaelilb, YTO TBOSI aHKETa
OblJa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBAaTh €€ U COOOLIUTh
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2 Vcnonp3yit 6e3omacHbie BeO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB 1
MTOMCKOBBIX CUCTEM;

3 Hcnonb3yil ClOXHBIE W pa3Hbie Mapoiu. Takum oOpasom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
po U0 B CETH, a HE KO BCEM;

4 Ecniu TeOs B3JIOMalld, TO HEOOXOIUMO TMPEAYNpPEeanuTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J0OABJICHBI Y T€Os B APY3bsiX, O TOM, YTO T€Os B3JIOMAJH H,
BO3MOXKHO, OT TBOETO UMEHH Oy/IE€T pacchlIaThCsl CIIaM M CCHUIKH Ha (DUIIMHTOBBIC
CAWTHI;

5 VcranoBu HanexHbli napoib (PIN) Ha MoOunbHBIH TenedoH;

6 OTkiIroun coXpaHeHue napoiisi B Opaysepe;

7/ He otkpbiBail (ailyibl U Ipyrue BIOKEHUS] B MUChbMaXx, JaXe €ClI OHU
IOPUIILTA OT TBOWX JApy3eid. Jlydile yTouHu y HUX, OTIPABISUIN JIM OHH TeOe ITH
(banbI.

[udposas penyranus
[udpoBas penyranus - 3T0 HETaTHBHAsl WM MO3UTHMBHAs WHGpOpMalusi B
cetu o tebe. Kommpomerupyromas uHbopMmaiusi, pa3MelieHHas B WHTEPHETE,



MOJKET CEephE3HBIM 00pa30M OTPa3uUThCS Ha TBOEH peaybHOM ku3HU. «lludposas
penyTanus» - 3T0 TBOM UMUK, KOTOPBIM popMupyercs u3 uapopmanuu o tede B
UHTEpPHETE.

TBoe MecTro JKuTENbCTBA, YyuyeObl, TBOE (DUHAHCOBOE IOJIOKEHUE,
O0COOEHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mnoApoCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJMKAalUUW JIUYHON
uHpopMaluu B IHTepHETE, HE NMOHMMAs BO3MOXKHBIX MOCIeACTBUM. Thl naxke He
CMOJKEIIIb JOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MemeHHas 5 JeT Ha3ad, crajia
IPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KomMmenTapuu, pazmenienne TBoux (otorpaduii u aApyrue 1eiHCTBUS MOTYT
HE HCYE3HYTh JakKe MOCIE TOTO, KaK Thl UX YJaJIWIIb. bl HE 3HAEIMIb, KTO
COXpaHWJ ATy HH(OpMalmMiO, Tomajga JHU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIach JU OHA, a TJIABHOE: YTO MOAyMarOT O TeOe OKpY’Kalolue JIO/IH,
KOTOpBIE HaWAYT U yBUAAT 3T0. Haiitu nHopmannio MHOIO JIET CILyCTSI CMOKET
Tr000H - Kak U3 10OphIX MOOYKJIEHUM, TaK U ¢ HAMEPEHUEM MPUYUHUTD Bpe. DTO
MOJKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 10 3aIUTE HU(GPOBOM pEyTALNH:

1 Tlogymaii, mpexxae 4yeM 4YTO-TO IMyOJUKOBaTh M TepefaBaTh y ceds B
0J10TC MIN B COLMAIBHOMN CETH;

2 B nHacTpoiikax mpouisi yCTaHOBH OTpaHHYEHHUs Ha MPOCMOTP TBOETO
npouiIs ¥ €ro CoEeP>KUMOTr0, CIETal ero TOJIbKO «JUIs IpYy3eiD»;

3 He pa3memaii u He yka3biBall WH(OPMAIKIO, KOTOpask MOKET KOTO-ITHO0
OCKOPOJISITH WJIH OOMXKATh.

ABTOpCKOE IPABO

CoBpeMEHHbIE IIKOJBHUKKA - AKTHBHBIE TIOJB30BaTeNd LHU(PPOBOTO
npoctpancTBa. OAHAKO JAIeKO HE BCE 3HAIOT, YTO TMOJB30BAHME MHOTHMU
BO3MOXHOCTSIMM  LM(ppoBOoro  Mupa TpeOyeT  coONOIeHHs TpaB  Ha
MHTEIJICKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEIIEKTyajdbHasi COOCTBEHHOCTH» OTHOCUTCS K pa3IUYHbIM
TBOPEHHUSIM YEJIOBEUECKOr0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHl M YCIYTH, U 3aKaHUMBas KHUTaMH,
dboTorpadpusiMu, KUHODUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha MHTEIUICKTYaJbHYI0 COOCTBEHHOCTh Ha
MIPOM3BENICHUST HAYKH, JTUTEPATyphl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEIUIEKTYaJbHBIN/TBOPUECKUA TPy aBTOpa HE
OyZer HampacHbIM, JacT €My CIIpaBeJIMBBIE BO3MOXHOCTH 3apaboTarh Ha
pe3ynbTaTax CBOETO TpyAa, MOJYyYUTh W3BECTHOCTh W mNpu3HaHue. Hukto 0Oe3
paspelieHrss aBTOpa HE  MOXET BOCIPOHM3BOAWTH €r0  MPOU3BENEHUE,
pachpoCTpaHsiTh, MyOJWYHO JIEMOHCTPHPOBATh, MPOJABaTh, HMIIOPTHPOBATH,
MycKaTh B MPOKAT, MyOJIMYHO HCIIONHSTH, MOKA3hIBATH/UCIIONHATh B dUPE HIU
pasmewars B IHTEpHETE.

Hcnonp30BaHne «MHUPATCKOTO» MPOTPAMMHOIO  OOECIIEYEHHS] MOXKET
OpPUBECTH K MHOTUM pHUCKaM: OT TMOTepU MAAHHBIX K TBOMM aKKayHTaM JI0
OJIOKUPOBKH TBOETO YCTPOMCTBA, I/I€ YCTAHOBIIEHA HeJerajgbHas mporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTaJIbHbIe M OECIUIaTHbIE MPOTPaMMBI,



KOTOPBIE MOKHO HAaWTH B CETH.

O noptaine

CeteBUUOK.p( - TBOU TTIaBHBIA COBETUUK B CETHU. 3JI€Ch Thl MOXKEIIIb y3HATh
0 0E30MaCHOCTH B CETH MOHSATHBIM U JOCTYITHBIM SI3IKOM, a TP BO3HUKHOBEHUH
KPUTHUYECKON CHUTyallMd OOPAaTUTHCS 3a COBETOM. A TaKkKe MPUHATH y4acTHC B
KOHKYpCax M CTaTh CAaMbIM ITU(PPOBHIM IPaKJaHUHOM !



