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NHOOPMALIMOHHAS ITAMSATKA
JJIA OBYYAIOIIUXCA JJIA PASMEIIEHUA
HA OOPUIHUAJIBHBIX THTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJOJIEKH B MHTEPHETE CTAaHOBUTbCA Ooublle, a
IIKOJIbHUKY OJHW W3 CaMbIX AaKTHUBHBIX MOJib30BaTene Pynera. Mexny Ttem,
MIOMUMO OTPOMHOTO KOJHMYECTBA BO3MOXHOCTEH, UHTEPHET HECET U MPOOJIEMBI.
OTa naMATKa JI0JKHA MOMOYb Te0e 0€3011aCHO HaXOAUTHCS B CETH.

KommneroTepHbie BUPYCHI

KOMITBIOTEPHBINT BUPYC - 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX IPOrPAMM,
OTJIMYUTEIBHON 0COOEHHOCTBIO KOTOPOM SIBISIETCS] CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYCHI MOTYT IOBPEINUTH WJIM IOJHOCTBIO YHUUYTOKUTH
Bce (hailyibl U JaHHbIE, TOJIKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOpPOro Obuia
3amyllieHa 3apa)KeHHas MporpaMMa, a TakKe MOBPEIUTh WM AaXe YHUYTOXKUTh
OTIEpaIlMOHHYI0 CUCTEMY CO BceMH (paiimamu B 11esioM. B OosblIMHCTBE ciiyyaeB
PacIpOCTPaHAIOTCS BUPYChI YEPE3 UHTEPHET.

MeTonbl 3a1UThI OT BPETOHOCHBIX POTpaMM:

1 Ucnons3yil  COBpEMEHHBbIE  ONEpPALMOHHBIE  CUCTEMBI, HMMEIOLIUE
CEPbE3HBII YPOBEHB 3alIUTHI OT BPEIOHOCHBIX IPOrPAMM;

2 IlocrostHHO ycTaHaBiMBail madytu (UUQpPOBBIE 3aMIaTKH, KOTOPHIE
ABTOMATUYECKH YCTAaHABJIMBAIOTCS C LIEJIbIO JTOPaOOTKH MPOTpaMMbl) U JpYyrue
OOHOBJIIEHUSI CBOEHW omepanuoHHON cuctembl. CkaumBailih WX TOJIBKO C
opummansHoro  caifta paspaborunka OC. Ecimm cymectByer  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKJIIOUH €T0;

3 Paboraii Ha CcBOEeM KOMIbBIOTEpPE MO TpaBaMU TMOJL30BATENsA, a HE
aJMMHUCTpAaTOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IMPOTrpamMm
MHCTaJUIMPOBATHCSA HA TBOEM MEPCOHATIBHOM KOMIIBIOTEPE;

4 HWcnonb3yid aHTUBUPYCHBIE MPOTPAaMMHBIE MPOAYKTHI  HU3BECTHBIX
IPOU3BOIUTENIEH, C aBTOMAaTUUYECKMM OOHOBJIEHUEM 0a3;

5 Orpannyb pU3NUECKHI JOCTYI K KOMIIBIOTEPY AJI1 MOCTOPOHHUX JIHII;

6 Hcnonb3yil BHEINIHUE HOCUTENIM MHPOpPMAIMU, TaKhe Kak (Jelika, JUCK
WK (ailn U3 UHTEpHETA, TOJIBKO U3 MIPOBEPEHHBIX HCTOYHUKOB;

7 He otkpbiBali KOMIbIOTEpHbIE (aiiiibl, MOJYYEHHbIE W3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxke Te (ailyibl, KOTOpbIE MPUCIIAJl TBOM 3HAKOMBIN. JIyulie yrouHu
y HETo, OTIPABJISUI JI OH TeOe uX.



Cetu WI-FI

Wi-Fi - 3T0 He BUj Mepexauu JaHHbBIX, HE TEXHOJIOTHS, a BCETO JIUIIh OPCHI,
mapka. Eme B 1991 roay HuzmepiaHjckas KOMITaHHMS 3aperucTpUpoBayia OpeH.
«WECA», uto o6o3Hauano cnoBocoyetanue «Wireless Fidelity», koTopsiii
NEPEBOIUTCA KaK «OeCTIpOBOIHASI TOUHOCTDY.

Jlo Hamero BpeMeHHU Jolia Japyras a0OpeBuarypa, KOTopas SIBISETCS
TakoM ke TexHoyiorueil. 1o abopeBuarypa «Wi-Fi». Takoe HazBaHue ObLIO JaHO
C HaMEKOM Ha CTaHJIApT BbICIICH 3BykoBoW TexHuku Hi-Fi, uro B mepeBoje
03HAYaET «BBHICOKASI TOYHOCTHY.

Jla, GecriaTHBI MHTEPHET-IOCTYI B Kade, OTENISIX U a3pOropTax sSBIISCTCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIEepThl CUUTAIOT,
gto obmienoctynubie Wi-Fi cetn He sIBIISIFOTCS 0€30TIaCHBIMH.

CoBeTblI 10 6€30MacHOCTH pabOTHI B 00IIEAOCTYTHBIX ceTsax Wi-Fi:

1 He nepenaBaii cBOIO JMYHYIO0 MHPOpMAIUIO yepe3 oliienocTynHbie Wi-
Fi cetu. PaGoTas B HuX, jKelaTeabHO HE BBOJMUTH MApOJU JOCTYIA, JIOTUHBI U
KaKue-TO HOMEpa;

2 Vicnonb3yit 1 OOHOBIISIE aHTUBUPYCHBIE MPOTpaMMBbI U OpanamMayep. Tem
caMbIM Thl 00€30IacHIllb ce0sl OT 3aKaYKU BUpPyca Ha TBOE YCTPOUCTBO;

3 Ilpu wucnonw3oBanuu Wi-Fi otkmoun ¢yHknuo «OOmmit 1ocTym K
daiinam u mpuHTepam». JlaHHas (QYHKIUS 3aKphITa MO YMOJYAHHUIO, OJHAKO
HEKOTOPBIE MOJIH30BaTEIN aKTHBUPYIOT €€ TSl yI00CTBA UCIIOIB30BaHUS B padboTe
unu yueoe;

4 He wucnonb3yit nyomuunbii WI-FI nns nmepenaun nuyHBIX JTaHHBIX,
HaIpuMep JIJIS BEIXO/a B COMMAIIBHBIE CETH WU B DJICKTPOHHYIO TTOUTY;

5 Hcnonb3yit Tonbko 3amnuiieHHoe coeaunenue uepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BebO-azipeca BBOAU UMEHHO «https://»;

6 B moOmieHOM Tesedone otkmoun ¢yHknuto «Ilomkmouenne k Wi-Fi
aBTOMaThueckn». He nomyckail aBTOMAaTMYECKOTO IOJKIIOUYEHUS YCTPOWCTBA K
cerssm Wi-Fi 6e3 TBoero cormnacusi.

CoumanbHbIe CETH

ConuanbHbie CETH aKTUBHO BXOJIST B HAIITy KU3Hb, MHOTHE JIIOJIU PabOTaloT
Y )KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILTHAP/ YETIOBEK,
YTO SBJISICTCS OJHOM CEAbMOM BCEX JKUTEJICH IIJIaHEeThl. MHOIrHUe MOJIb30BaTe/Id HE
MMOHUMAIOT, YTO WMHQOpMAIUs, pa3MeliecHHas UM B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalijlecHa W WCIIOJIb30BaHA KEM YTOJIHO, B TOM YHCIIe HE 00s3aTeIhbHO C
0JIaruMy HaMEPEHUSIMU.

OCHOBHBIE COBETBI IO 0E€30MMAaCHOCTH B COIMAJIBHBIX CETIX:

1 Orpanuub cnucok apyszer. Y TeOs B Jpy3bsiX HE JOJDKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIFOJICH;

2 3amuiail CBOIO 4YacTHYIO >ku3Hb. He ykaspiBail maponu, TenedoHsl,
aapeca, JaTy TBOETO POXACHUS W APYTYIO JIMYHYIO  WH(pOpMAIHUIO.
3M0yMBITUICHHUKYA MOTYT UCIOJIB30BaTh Jake HHPOPMAIIUIO O TOM, KaK Thl U TBOU
POAUTENH MUIAHUPYETE MPOBECTH KAHUKYJIbL;

3 3amumiaii CBOI0 pemyTaluio - JCpKH €€ B YUCTOTE U 3ajaBail cebe



BOMPOC: XOTEJ OBl ThI, YTOOBI IPYTUE MOJIB30BATENN BUIEIH, UTO ThI 3arpy>Kaellb?
[Tonymaii, npexxe 4eM 4To-TO OIyOJMKOBaTh, HAIIMCATh U 3aIPy3UTh;

4 Ecnu Tl TOBOPHILG C JIFOJAbMH, KOTOPBIX HE 3HACIIb, HE HCIOJIb3YH CBOE
peaibHOE UMS U JPYTYIO JTUYHYIO UH(DOpMAIMK: UMs, MECTO KHUTEIbCTBA, MECTO
yueObl U IpoUee;

5 WM3sb6eraii pasmemenus pororpaduii B IHTEpHETE, T/Ie THI M300pakeH HA
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAEIUTHh TBOE MECTOIOJIOKEHHE;

6 Ilpu perucrpauuu B COLMANbHONM CETH HEOOXOIUMO HCHOIb30BaTh
CJIO’KHBIE NTAPOJIH, COCTOALIME U3 OYKB U IU(P U ¢ KOJIUYECTBOM 3HAKOB HE MEHEE
8;

/7 Jng couMalbHOM ceTH, NOYThl W JAPYTUX CaWTOB HEOOXOAMMO
UCIOJb30BaTh pa3Hble napouu. Toraa eciau Tedsi B3IOMAKOT, TO 3J10yMbBIIUIEHHUKH
[I0JIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE JICHBI'U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEHb YAOOHBIM CIOCOO IJIaTeXel, OAHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPHIE XOTAT MOJYYHUTh 3TU JCHBIH.

DNEKTPOHHBIE JCHBIU IOSBUIMCH COBCEM HEJABHO M MMEHHO M3-3a 3TOrO
BO MHOTHMX I'OCYJIapCTBax JI0 CUX IIOP HE IPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun ke OHUM (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, /1€
UX Pa3leNsioT Ha HECKOJIBKO BHJIOB - aHOHMMHBIE M HE aHOHHMMHbIE. PazHuia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOAUTh onepauun 0e3
UACHTU(UKALMY TOJIb30BATENsA, @ B HEAHOHUMHBIX MJIEHTU(UKALUS T10JIb30BaTENs
ABJISIETCS 0053aTEILHOM.

Takxe crenyer pa3nuyarh DJJIEKTPOHHbIE (HUATHBIE JI€HBIM (PaBHBI
roCyJapCTBEHHbIM BaJIOTaM) W JJIEKTPOHHbIE He(HaTHbIE IEHbIU (HE paBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 10 O€30MaCHOI padoTe C NEKTPOHHBIMU JIEHbraMU:

1 IlpuBsku K cyeTy MOOWIBHBIA TenedoH. DTO caMblii yHOOHBIA U
OBICTPBI CMOCOO BOCCTAHOBHUTH JOCTYH K cueTy. llpuBsizanHblii TenedoH
MMOMOJKET, eciu 3a0y/elib CBOW IUIATEXKHBIN Mapoiib WM 3ai/Ielllb Ha CalT C
HE3HAKOMOT'0 YCTPOMCTBA;

2 Wcnonb3yit omgHOpaszoBbie maponu. [locie mepexona Ha YCHICHHYIO
aBTOpH3alMI0 TeOe yke He OyAeT yrpokarb OMacHOCTh KpaKM WIIM IepexBaTa
IUIATEKHOTO TTApOJIs;

3 Breibepu cnoxublii maponb. [lpecTtynHukam Oyner HE HPOCTO yraaarhb
CJIOXHBIN naposb. HagexxHble maposiu - 3TO Maposiv, KOTOPbIE COAEPKAT HE MEHEe
8 3HAKOB M BKIIOYAIOT B ce0s CTpPOYHBIE W TPONUCHBIE OYKBbI, LUDPHI U
HECKOJIbKO CMMBOJIOB, TAKME KaK 3HAK JlojUiapa, (hyHTa, BOCKJIMIATENbHBIN 3HAK U
t.11. Hampumep, $tROng!;;

4 He BBOAM CBOM JIMYHBIEC JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSCIIb.

DNeKTpOHHAs MoYTa
DJIEKTPOHHAS TOYTa - 3TO TEXHOJOTHSI U MPEAOCTABISIEMbIE €10 YCIYTH IO
MEePECHUIKE U MOTYYSHUIO DJIEKTPOHHBIX COOOIIEHHIA, KOTOPBIE PACTIPECISIOTCS B



KOMIIbIOTEpHOM ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SAIIMK BBIJISIAUT
CJIeIYIOLUM 00pa3oM: UMs_TOJb30BaATENA(@HUMS_JToMeHa. Takxke Kpome nepenayu
MPOCTOTO TEKCTa, UMEETCSI BO3MOXKHOCTD TepeaBaTh (ailiibl.

OcHOBHBIE COBETHI MO OE30MACHOM pabOTe C IEKTPOHHOM MOYTOM:

1 Hamo BbIOpaTh TpaBWIBbHBIM TMOYTOBBIM cepBHC. B HHTEpHETE e€cTh
OTPOMHBIN BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYYIIIE TOBEPSATH TEM,
KOT'O 3HACIIb U KTO MEPBBII B PEUTUHTE;

2 He ykaspIBail B TUuHOM moYTe JTMUHYIO nHDopManuto. Hanmpumep, mydiie
BBIOpaATh «My3bIKaNbHBIN _(paHat@» umm «pok2013» Bmecto «remal3y;

3 Hcnonb3yil ABYX3TaHYK aBTOPU3aLMI0. JTO KOI/a MOMUMO NapoJis
HY>KHO BBOJIUTH KO/, TpHUChUIaeMblil mo SMS;

4 BpiOepu CHOXHBIM Tapotib. J[Jig KaXXI0ro MOYTOBOIO SIIIUKA JOJKEH
OBITh CBOM HA/ICKHBIN, YCTOMYMBBIN K B3JIOMY MApOJIb;

5 Ecnu ecth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMYHBIA BOMPOC,
UCIIOJIb3YH 3TY BO3MOXHOCTB;

6 Mcnonp3yih HECKOJIBKO TOYTOBBIX SIIMKOB. [lepBbIfi 111 yacTHOM
NEPENUCKU C aipecaTamMu, KOTOPBIM Thl JOBEPSCIIb. JTO AIEKTPOHHBIN aJIpec He
HaJI0 UCIIOJIb30BATh MIPU PETUCTPALIMK HA (POpyMax U calTax;

[/ He oTkpeiBail ¢aiiiibl U Apyrue BIOXKEHUS B MUCbMax, J1aXke €CIU OHU
MPUIUIM OT TBOMX JApy3eu. Jlyulie yTo4yHU y HUX, OTHPABIISIIM JU OHU TeOe ATU
(aiiibl;

8 Ilocne oxoHuaHusi pabOTHI Ha TIOYTOBOM CEpPBHCE TMEpel 3aKpPHITHEM
BKJIQJIKU C CAUTOM HE 3a0y/lb HaXKaTh Ha «BBIATHY.

KubepOymuHT 1 BUpTyaabHOE U3/1€BATEIHCTBO

KubepOymmuHr -  mpeciefoBaHuWE  COOOIICHUSIMU,  COJACPKAIUMHU
OCKOpOIeHMs, arpeccuro, 3ayTrMBaHuUE; XYJUTaHCTBO; COLIMAJIbHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PANTUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI O OOPHOE C KHOEPOYIIITUHTOM:

1 He Opocaiics B 60i. JIydmmii crioco6: TOCOBETOBAaThCS Kak ceOsl BECTH H,
€CJId HEeT TOro, K KOMy MOKHO OOpaTUThCS, TO BHAauyajie yCIOKOUThcs. Ecim Th
HaYyHelllb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO eIlie OoJiblilie
pazoAOKeIb KOH(IIHKT;

2 Ympapisi cBoel KubeppenyTanue;

3 AHOHMMHOCTh B ceTd MHUMas. CyllecTBYIOT CIOCOOBI BBISICHUTB, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4 He cToUT BECTH XYyJWUTaHCKHM 00pa3 BUPTyaJlbHOW Xu3HU. VHTEepHET
¢buKkcHpyeT Bce TBOM NEWUCTBHSI W COXpaHSET UX. YIAIUTh WX Oyner KpaiHe
3aTPYJHUTEIBHO;

5 Co0nromaii cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6 Urnopupyit eaunuunHblii HeratuB. OJHOpa30Bble OCKOPOUTETHHBIC
cooOmieHust Jyuiie urHopupoBaTb. OOBIYHO arpeccuss MpPeKpalaeTcs Ha
HaYaJIbHOM CTaNH;

7/ ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COLIMAIbHBIX CETAX €CTh BO3MOXXHOCTb OJIOKUPOBKU OTIIPABKH COOOIIECHUH C



ONPENIECIICHHBIX aJPECOB;

8 Ecnwm 161 cBHneTens kKnOepOyuMHTA. TBOM ACHCTBUS: BHICTYITUThH IPOTHUB
npecieaoBaTeis, MOoKa3aTb €My, YTO €ro JEWCTBUSA OLIEHUBAIOTCS HETATHBHO,
HNOJJIEPXKaTh KEPTBY, KOTOPOM HY)KHA IICUXOJOTHYECKas MOMOIb, COOOIIUTH
B3pOCJBIM O (paKTe arpecCUBHOTO MOBE/ICHUS B CETH.

MoobwnbHbIH TenedoH

CoBpeMeHHble cMapT(hOHBI W IUJIAHIIETHl COJEpKAaT B ce0e BIIOJIHE
B3pOCHbIA (GYHKIHMOHAN, U TETIEPh OHU MOTYT KOHKYPUPOBATh CO CTAIlMOHAPHBIMU
KoMIbloTepamMu. OHAKO, CPEACTB 3aIIUTHI JIs OJI0OHBIX YCTPOUCTB MOKAa OYEHb
Mano. TecTHpoBaHME W TIOMCK YSI3BUMOCTEM B HHUX IPOUCXOJHUT HE Tak
MHTEHCUBHO, Kak 17151 EIK, To ke camoe kacaercs 1 MOOMIIBHBIX MPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE  Opay3epbl YK€ TMPAKTUYECKH JIOTHAIIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO paclIUpeHHe (PYHKIMOHANA BIJIEYET 3a COOOM
OOJIBLIYIO CJI0)KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOLIUE
KPUTHYECKHUE YS3BUMOCTH JJIsl CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI JJ1s1 0€30MaCHOCTH MOOMJIBLHOTO TeedoHa:

Huuero He siBisercst mo-HacrosimemMy OecriiaTHbIM. Bysib oCTOpOXKeH, Belb
Korja Tebe mpeayiararoT OecIjlaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO TUIATHBIE YCIYTH;

Hywmaii, mpexne yem otnpaBuTh SMS, ¢oto unm Buaeo. Thl TOUHO 3HACIID,
r7e OHU OyJyT B KOHEYHOM UTOTE?

Heo6xo1umMo 0OHOBISATH OMEPALMOHHYIO CUCTEMY TBOET0 cMapTQoHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPaMMBI 1J1s1 MOOUJIBHBIX TEIe(HOHOB;

He 3arpyxxaii npuyioxkeHus OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHUE;

[Tocne Toro kak Thl BBIWACIIL C CaliTa, TJie BBOJIWI JUYHYIO HH(GOPMAIIHIO,
3ali/I B HACTPOUKH Opay3epa u yuaiau COOKies;

[leproguyecku MpoBepsii, KAKUE MIIATHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOl HOMEp MOOWJIBHOTO TeiedOoHAa TOJBKO JIOJSM, KOTOPBIX ThI
3HAEUIb U KOMY JOBEPSEIIb;

Bluetooth momken ObITH BBIKIFOUEH, KOT/Ia Thl UM HE MOJIb3yemibes. He
3a0bIBali MHOTIAa TTPOBEPSTH ITO.

Online urpsr

CoBpeMEHHBIC  OHJIAHH-MIPBI - 3TO KpacOYHBbIE, 3aXBaThIBAIOIIUE
pasBiIeucHHs, OOBEIUHSIIOMINE COTHH THICSY YEJIOBEK IO Bcemy Mupy. Wrpoku
UCCICAYIOT JaHHBIA UM MHUp, OOIIAIOTCS APYT C APYrOM, BBIIOJIHSIOT 3aJaHus,
CpaXkaroTCs C MOHCTPAMH M TIOJYYal0T OIBIT. 3a yAOBOJBCTBHE OHH ILIATSAT:
MOKYMAIOT TUCK, OIJIAYMBAIOT a0OHEMEHT MJIM IPHOOPETAIOT KAKUE-TO OITIIHH.

Bce aTH cpeacTBa MayT Ha MOJAEP)KAaHHE W pa3BUTHE UIPbHI, a TaKkKe Ha
camy 0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI ABTOPH3AIMH, BBITYCKAIOTCS
HOBbIC TaTyd (HHU(POBBIC 3aIUIATKU JUIS MPOrPaMM), 3aKPHIBAIOTCS YA3BHUMOCTH
CEepBEPOB.



B nopoOHBIX urpax CTOMT ONAcaTbCsi HE CTOJBKO CBOMX CONEpPHUKOB,
CKOJIBKO Kpa)Kl TBOETO MapoJisi, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPU3ALNU
OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO OE30IACHOCTH TBOEI'0 UTPOBOI0 aKKayHTa!

1 Ecnu apyroi urpok BeeT cedst II0X0 WM CO3/1aeT TeOe HEMPUATHOCTH,
3a0JI0KMpYH €ro B CHUCKE UTPOKOB;

2 lloxamyiica aJAMMHHUCTpATOpaM WIPbl Ha IUIOXOE€ IIOBEIEHUE STOTO
UTPOKA, JKeIATeIbHO MPHUIIOKUTH KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPHHOB;

3 He yka3biBaii TMUHYI0 HHPOPMAIIUIO B Ipodaiisie Urpsi;

4 YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5 He ycranaBnuBaii HeopuIMaIbHbIC TATYH U MOJIBI;

6 UHcnonw3yiil CoKHBIE U Pa3HbIC TAPOIIH;

7 Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKITIOYaTh aHTUBHpPYC. [loka ThI
UTpaelllb, TBOM KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIIHT WK Kpaka TUIHBIX TAHHBIX

OOBIYHOI Kpaxkel ACHEr U TJOKYMEHTOB CETrOJHs YK€ HHUKOTO HE yIHUBUIIIb,
HO C pPa3BUTHEM HHTCPHET-TEXHOJOTUN 3JIOYMBIITUICHHUKA TIEPEMECTIIINCH B
UHTEPHET, U IPOJI0JDKAIOT 3aHUMATHCS «JTFOOMMBIMY JICJIOM.

Tak mosiBHIIach HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WU (DUIIIUHT,
rJIaBHasl 1€7b KOTOPOTO COCTOMT B TIOJYYEHHH KOH(DHUIICHIIUATBHBIX JTaHHBIX
M0JIb30BATENICH - JIOTUHOB U maposieil. Ha anrnmiickom s3eike phishing unrtaercs
kak ¢urmHr (ot fishing - peioHas g0Bs, password - maposb).

OcHOBHBIE COBETHI IO OOPHOE C PUIITHHTOM:

1 Cnenm 3a cBonmM akkayHTOM. Eciu ThI Toj03peBaciiib, 4TO TBOS aHKETa
Obla  B3JIOMaHa, TO HeoOXoAMMO  3a0JIOKMpOBaTh €€ U COOOIIUTH
aJIMMHHCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOpEE;

2 Vcnonw3yii Oe3omacHble BeO-CaiThl, B TOM YHCJIE, MHTEPHET-Mara3nHOB H
MTOMCKOBBIX CUCTEM;

3 Hcnonb3yil clOXKHBIE W pa3Hble Tapoiu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJYy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4 Ecnmu TeOs B3IOMad, TO HEOOXOIMMO TPEAyNpeInuTh BCEX CBOUX
3HAKOMBIX, KOTOpPbIE TO0ABIEHBI Y T€OsI B APY3bsX, O TOM, YTO TeOS B3JIIOMAJH H,
BO3MOYKHO, OT TBOETO HMEHH OYJIET PacChUIAThCS CIIaM U CCHUIKH Ha (DUITMHTOBBIC
CAWTBHI;

5 Vcranosu Hanexsbli naposib (PIN) Ha MOOMITEHBIN TeNE(OH;

6 OTtkiroun coXpaHeHue mapoJisi B Opaysepe;

7/ He otkpbiBail Qailibl U Apyrue BIOXKEHHS B MUChbMax, JAXe €CIU OHU
NPHIILIA OT TBOMX Apy3el. JIydile yTouHM y HUX, OTIPABISIN JIU OHH TEOC ATH
(baib.

[udposas pemyranus
[udpoBas penyraiusi - 3T0 HEraTUBHAsl WM MO3UTHMBHAs WHGOpMaIus B
cetu o Tebe. Komnpomerupytomiast nadopmanus, pa3mMelieHHast B UHTEpHETe,



MOXKET CEPbE3HbIM 00pa30M OTPa3UThCS HA TBOEH peanbHOU ku3HU. «[{udposas
penyTanus» - 3T0 TBOM UMUK, KOTOPBIM hopMupyercs u3 uHbopMaiuu o Tede B
UHTEpHETE.

TBoe MecTo JKHTENnbCTBA, Yy4eObl, TBOE (UHAHCOBOE IIOJIOKCHHE,
0COOEHHOCTH XapaKkTepa U paccKas3bl O OJM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIIEHHO OTHOCSTCA K MyOJMKallUud JIMYHON
uHpopmaiuu B VIHTepHeTe, HE MOHKMMAs BO3MOXKHBIX MocieacTBuil. Tol naxe He
CMOXKEIIIb JIOTaaThCsi 0 TOM, 4To (ororpadus, pa3MellleHHas S5 JeT Ha3al, craia
NPUYUHOM OTKa3a MPUHSATH TEOs Ha padoTy.

KommenTapuu, pasmenienne TBoux ¢otorpaduit u Apyrue AHUCTBUS MOTYT
HE MCYE3HYTh JaXe IOCIE€ TOro, KaKk Thl MX YJalIHIlb. Tl HE 3HAEUIb, KTO
COXpaHW1 3Ty HHQPOpPMAILMIO, Monajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIach JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYXkalollue JIOAH,
KOTOpbIE€ HAWIYT U YBUAAT 3T0. HaliTh MHpOpMaLnio MHOTO JET CIYCTS CMOKET
00011 - KaK U3 A0OPBIX MOOYXKACHHM, TaK U C HAMEPEHUEM IPUYUHUTH Bpea. ITO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBOM PEMyTALIUU:

1 Ilogymaii, mpexae yeM 4YTo-TO IyOiMKoBaThb W IepenaBaTth y cels B
0JI0Te MJIH B COITMAJILHOM CETH,

2 B Hactpoiikax mpoduiis yCTaHOBU OTPAaHWYCHHS Ha MPOCMOTP TBOETO
npouiIst U €ro COEPKUMOTO, CIIeIal €ro TOJIbKO «IUIs Apy3ei»;

3 He pasmemaii u He yka3biBail HH(MOPMAIUIO, KOTOPAsi MOKET KOT0-JIH00
OCKOPOJISITh WJIH OOMKAaTh.

ABTOpCKOE MPaBO

CoBpeMEeHHbIE IIKOJIBHUKA - AaKTUBHBIE TOJb30BaTed LHU(PPOBOroO
npoctpaHcTBa. OJIHAKO JajJeKo HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTHMHU
BO3MOXHOCTSIMU  LU(poBOro  mMupa TpeOyeT  cOONIOACHUS  MpaB  Ha
MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEIJIEKTyalbHasi COOCTBEHHOCTBY» OTHOCUTCA K Pa3IMYHBIM
TBOPEHHUSIM YEJOBEUECKOI0 yMa, HayMHas C HOBBIX HM300pETEHMI U 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI M YCIYTH, U 3aKaHUMBas KHUTAMH,
doTorpadusmMu, KHHODUIEMAaMH U MY3bIKaJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TpaBa - 3TO MpaBa HAa WHTEIUICKTYyaJbHYI0 COOCTBEHHOCTH Ha
MIPOU3BEICHUSI HAYKH, TUTEPAaTypbl U UCKYCCTBA. ABTOPCKHE IPaBa BHICTYIAIOT B
KayecTBE TapaHTUH TOTO, YTO HMHTEJUICKTYaJbHBINH/TBOPUYECKUN TpyH aBTOpa He
OyJeT HampacHbIM, JacT €My CIpaBeUIUBble BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro TpyAa, MOJYYUTh HM3BECTHOCTh M Mpu3Hanue. Hukrto 6e3
pa3spenieHuss aBTOpa HE  MOXKET  BOCIHPOM3BOAUTH €ro  IMPOU3BEICHUE,
pacnpocTpaHsiTh, MyOJWYHO JAEMOHCTPUPOBATh, MpPOAaBaTh, HMIIOPTUPOBATH,
NycKaThb B MPOKAT, IMyOJMYHO HCIOJHSTH, MOKA3bIBATh/UCIOIHATh B 3(pUpe WU
pa3metats B UHTEepHETE.

Hcnonb3oBaHue «IUPATCKOrO» MPOTPAMMHOTO  OOECHEYEHHS] MOXKET
OpPUBECTM K MHOTUM pHCKaM: OT MOTEpPH JaHHBIX K TBOUM aKKayHTaMm [0
OJIOKUPOBKH TBOETO YCTPOMCTBA, I/Ie YCTAaHOBJIEHA HeNeranbHas mporpamma. He
CTOUT TaKXke 3a0bIBaTh, UTO CYIIECTBYIOT JieTajbHbIe U OECIJIATHBIE POTPAMMBI,



KOTOPBIC MOXKHO HAWTU B CETH.

O nopraie

CCTGBI/I‘-IOK.p(b - TBOM TJIaBHBIM COBETYHMK B CETH. 3,Z[€CI> Thl MOJXCIIb Y3HATDH
0 OE30IaCHOCTH B CETHU IOHSATHBIM H HOCTYIIHBIM A3BIKOM, a4 IIPXU BOSHHUKHOBCHHNU
KpHTH‘ICCKOﬁ CUTyallun 06paTI/ITI>C5I 3a COBETOM. A TaKxke I[IPpUHATL Yy4aCTHC B

KOHKYpCaXx U CTaTh CaMbIM HIU(PPOBBIM IPAKJaHUHOM!

TioTpuHa
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